ESCANEO DE SITIO WEB

7 Domain Scoring — Summary
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URL with Multiple http
URL with PunyCode

Probability of Phishing URL

Common

Fake Domain
Invalid SSL

MITM Attack
Locations
Newborn Domain
Abuse Record
Phishing Record
Mail Server

Spam (SPF1 Result)

Site Reputation

= Exposure

HTML

Apache Status

DS_Store
Firebase
Git Config
‘epaca rtage na.gov.co
Title:
JARM Hash:

Inserted: https/epacartagena.gov.co
Redirect to: https://epacartagens. gov.co/web

1 people searched about this domain.

» Classification
Google safe browsing: Not Blocked
Domain Type: top_rank

DGA Score:

0.27%

HTML

Hidden Element

Hidden Iframe

Iframe

Obfuscated Script
Suspicious HTML Element
Suspicious Program
Button Trap

Credential Input Form

Form Event

[

ttps:/

Fake Favicon

Network

Redirection to another AS
Redirection to another country
Redirection to another domain

Suspicious Cookie

DNS service

Real IP

Associated IP

Json Config
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EZ Page Redirections © toeali 1 & Certificates © foral 4

Main domain Subject * epacartagena.gov.co
301 | https:/epacartagena.gov.co
.3 g g v Issuer GeoTrust TLS RSA CA G1
[T repss/epacartagena gov.co e Valid since: 2023-08-15 00:00:00
until: 2024-08-01 23:59:59
Certificate Life 11 Months
@ Connected Domain / Subdomain © total 5 | 1 2 Protocol TIS13
total 1 "
Subject * google-analytics.com
Issuer GTSCA1C3
Valid since: 2024-03-04 06:35:45
until: 2024-05-27 06:35:44
Certificate Life 2 Months
sl Protocol TIS13
Subject * gstatic.com
total 1
- Issuer GTSCA1C3
Valid since: 2024-03-04 07:16:39
until: 2024-05-27 07:16:38
ifi ifé Month:
@ Technologies o total 17 12 3 4 Certificate Life 2 Months
Protocol TLS13
Product
Product Type cms, Blogs Subject upload.video.google.com
Version 652 Issuer GTsCA1C3
Valid since: 2024-03-04 07:16:44
until: 2024-05-27 07:16:43
Product
Certificate Life 2 Months
Product Type Databases Protocol Tis13
Product
g ° total 5 | 1 2
Product Type Programming languages & Connected IP Info
Version 7433 ™
Frohack Domain epacartagena.gov.co
rodu
ASN 13489
Product Type WordPress themes
AS Name EPM Telecomunicaciones S.A. ES.P.
Version 340
Country -
Product Request Count 117
Redirect Count o
Product Type WordPress plugins
P
Domain fonts.googleapis.com
ASN 15169
AS Name GOOGLE
Country =

Request Count 2

Redirect Count o

3

Domain www.googletagmanager.com
ASN 15169

AS Name GOOGLE

Country =

Request Count 1

Redirect Count o

1P
Domain fonts.gstatic.com
ASN 15169

AS Name GOOGLE



L Network Logs @ abuse recore:

= Reque Url IP:Port
st
GET http //epacartagena.gov.co
= htips//epacartagena.gov.
= https://epacartagena.gov. v
GeT htips//epacartagena.gov. v
cer https //epacartagena.gov.
£ Cookies
Name Domain
8 epacartagena.gov.co
_ga_JK2vass2y) epacartagena gov.co
© Links @
Domain https://eentroderelevo gov.co
Title Centro de relevoCentro de relevo
Domain https://observatorio.epacartagena.gov.co
Title Observatorio Ambiental
Domain https://centroderelevo.gov.co
Title

Country

Unique Domain: 5

As Name

EPM Tel
ecomu

nicacio

nesSA
ES.P.

EPM Tel
ecomu

nicacio

nesSA
ESP.

EPM Tel
ecomu

nicacio

nesSA.
ES.P.

EPM Tel
ecomu
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nesSA.
ESP.

EPM Tel
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Secure

AsNumb 3= Protoc 3= Type

er
13489  h2
13489  hz
13489  hz
13489 h2
13489 h2

HTTP Only

ol e
Docume  text/html 3538
nt
Styleshe  text/css 2248
et
Styleshe  text/css 2238
et
Styleshe  text/css 2238
et
Styleshe  text/css 2248
et
Path Expires
/ 2026-04-1515:15:58
/ 2026-04-15 15:15:58
Domain
Title
Domain https://epacartagena.gov.co
Title
Domain https://epacartagena.gov.co

Title Caracol Africano

ize

o8B

oB

oB

[]:]

oB

Value

total 124 | 1 2 3 4 5 >»

= Mime Typ Data Size Transfer STime

00ms

0.01 ms

0.01 ms

0.01 ms

0.01 ms

Frame Id

6064C1128099F28B0D29
2FDD8889F703

6064C1128099F28B0D29
2FOD8889F703

6064C1128099F28B0D29
2FOD8889F703

6064C1128099F2880D29
2FOD8889F703

6064C1128099F28B0D29
2FOD8889F703

tots

GA1.1.1033113073.1713194159

GS51.1.1713194158.1.0.1713194158.0.0.0

total 155 12 3 4 5

al 2




(5 DNS Record @

MX Record

& subdomains ¢

S uRL
B uRe

& uRL:

NS Record

' Outlook epacartagena-gov- o
co.mail.protection (1) o

il

W IPv4 Address

© 190.71.23.42
& URL:
B uR
B uRL

& URL

total 3

total 8



ESCANEO DE LARED

A Copturando desde Adapter for loopback taffic capture - o X
Archwo Edcién Vusiiscién Ik Copturs Anslzar Esadéticss Telefos Waeless  emamients:  Ayuds
.o T ] TizEeaan
=
Source Destinston Protocol Length
579265 192.168.0.13 224.0.0.250 Standard query & https.local, "G4 question
579721 Fes . #re2::75 Standard query A https. local, "Q¥ question
520517 Standard query A https
se0711 Standard query A https
995728 : : Standard query A hetps
55153996083 192.168.0.136 224.0.0.252 v 55 Standard query @xbia3 A https
26152996509 192.168.0.136 192.168.0.255 s 82 Name query N8 HTTPSC
4715058969 192.168.0.136 24.0.0.25 vous 61 Standard query €x0000 & https.lacal, "Q¥" question
48 154.590063 fe80::89ch:cS82:270. f02::fb oS, 81 Standard query Ox@908 A https.local, "QM" gquestion
192.168.9.255 s 82 Nave query NO HTTPS<0>
192.168.9.255 s 82 Nave query 1B HTTPS<00>
224.0.0.251 vous 61 Standard query @xD900 AMA https.local, “Q1" question
#Hoz: vous 81 Standard query @xp00 AMA https. local, "QI" question
270 ffo2::1:3 LWAR 75 Standard query @xiead AMAA https
LUWR 55 Standard query Gxdead AAMA https
LUSR 75 Standard query xdeed AMA https
LU9R 55 Standard query Oxtesd MM
58157.279371  192.168.0.1 224.0. o 1 Standard query OxDOOD AMA MEtps.local, “Q1" question
59157279667 fed0::89c8:c82:270. Ffa2::fb vous 81 Standard query @x0900 AMA https. local, "QY" question
0 1s87E1z  192.168.0.136 226.0.0.251 vous 61 Standard query @xe9e0 A https.local, "W question
61158727924 feso::a9cs:cs82:270. Ffo2 vous 51 Standard query €x0008 A hetps.lacal, "Q¥" question
Frame 1: 188 bytes on wire (1504 bits), 188 bytes captured (150 bits) on interface \Device\WPr_Loopback, id =
fon 4, Srer 192.168.0.136, Dst: 192.165.0.136
Internet Control Messoge Protacol
Siaple Network Managesent Protocol
@ 7 Adspter for loopback traffic capture <ive capture n progress> Pacquetes 154 Mostrado: 154 (100.0%) Derfit Defautt

Q isqueds




